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Abstract. SmartRight system offers an end-to-end protection againsgail
copies within a digital home network. On one esrdart cards control the entry
to the home network. On the other end, smart caaifdgrol the rendering.
Furthermore, SmartRight system introduces the innovative notion of
Personal Private Network. This notion offers ahhlgvel of flexibility for
consumption of contents within the home networkhisTpaper describes the
associated key management.

Introduction

Digital world is an emerging reality. It is the vitsof fantastic new technologies that
ease consumers’ life. For example, digital techgpltacilitates transfers of movies
between devices in the homes, or between home netwag. through the Internet.

As a consequence, digital world allows copies gfiven content (movie, song, video
game software...) which remain as pristine as thgiral one, unlike in analog world
where successive copies are degraded in qualifg. Bdars severe consequences for
the content industry if no high-level protectiomiade available.

There are three categories of pirates [1]:

e Organized and well fund pirates; they produce aell girated physical
goods. No technological answer can stop them.y @@ legal answer is
efficient.

« Garage pirates; they mainly search the exploit. eyTiprovide pirated
materials in electronic format on the Internet. bRst technological answers
may slow them down. Nevertheless, they will alwggsrid of the protection.

* Ant pirate; they use simple devices or tools predithy garage pirates. They
are mainly consumers of pirated goods and may teethe spreading of the
hack. Simple technological answers or cumbersdroaraventing processes
may rebuke them.

The first category is a serious threat to contewmers. Three days after the launch of
“Star Wars: Episode 27, the first video CDs were gale in Asia. The two last
categories of pirates represent another threatpohsibility to post or receive content
from Internet, especially through peer-to-peer woeks is frightening. In 2001,
approximately 99% of music files available onlinerer unauthorized [3]. The day
that “spider-man” opened in theaters, the onlirelitrg population soared to over 9
million simultaneous users, of which more than &e¢fe observable on IRC—about
five times the norm [2].
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With the advent of digital recorders connected ulgio digital buses, the threat
becomes even more serious. Future consumer electlevices will be connected
together through digital home networks and conmkttethe external world through
digital links. SmartRight system proposes an end-to-end copy protection
mechanism within the digital home network.

SmartRight approach

What isa digital home network?

A digital home network is a set of devices conng¢keough digital links that receive,
store, and render digital contents. Digital cotgenay be video, audio, or program
files. The links will be either wired (for instamd¢EEE1394, Ethernet, ...) or wireless
(for instance 802.11b, Hiperlan2, ...). A same nekwmay use different types of
digital buses.

Furthermore, a digital home network may link desictocated in different
geographical locations (for instance summer house, portable devices that only
intermittently connect to the network.

With such a versatile definition of digital hometwerk, assembling device-dedicated
security technologies together with link-dedicasedurity solutions would generate a
piecemeal solution. This would be necessarily we@kly a global copy protection
solution common to all the elements of the netweak work. SmartRight system
proposes such a global solution.

End-to-end protection

SmartRight system clearly distinguishes the means used tegtrthe content from
the means used to control the rights to accessahtent. Within the home network,
controlling the rights to access the content isrsponsibility of Conditional Access
(CA), or Digital Rights Management (DRM). Withihe home network, protecting
the content and controlling copies is the respdlityiof SmartRight system.

In SmartRight architecture, content providers deliver scramigedtent to one end
of the home network through access devices. Tipixamples of access devices are
set top boxes, DVD players, or Internet gatewayé. and DRM control the access to
the content. Once the access granted, accessedeldicnot descramble the content
but send it scrambled in the home network. Theysdy package the keys needed to
descramble the content together with the usags fatecopying. On the other end of
the network, presentation devices unpack the dediiag keys and check the
associated rules. If authorized, presentation d@svidescramble and render the
content. Typical examples of presentation devazedigital TV or mp3 players.

Thus, the content is never descrambled within tbmen network. This limits the
points of vulnerability of the system. Furthermoitesolves the issue of storage.
Content being self-protected, there is no needéaure storage. Storage units act as
simple bit bucket.
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Where arethe smart cards?

If we assume that the scrambling methods are setiwea security relies on the

secrecy of the descrambling keys. Smart cardsegrdhese keys. Access devices
package the descrambling keys by smart cards Emaanverter cards. The keys are
in a data structure called Local Entitlement cdntlessage (LECM). In the case of
CA, the creation of LECM occurs in the card hostihg CA. Presentation devices
unpack LECM and control the copying usage rulesiogrt cards so called terminal

cards. EvenSmartRightTV set has an associated smart card.

The rationales to use smart card are twofold:

» Tamper resistance of smart cards offers a secuv&roeament to handle
descrambling keys, and secret keys needed for #ne rkanagement.
Furthermore, it guarantees a trusted behavior af glaments of the system.

» Any system will be hacked one day. Therefore, werdlity is mandatory.
SmartRight security is entirely in smart cards. Replacing $mart cards is
one potential answer to a serious hack. This fiszoti practice in conditional
access domain.

An innovative key management scheme

Introduction

SmartRight system introduces the notion of Personal Privaggviark (PPN). The
PPN is the set of devices belonging to a customer lamked by a digital home
network. To build such PPN, all terminal cardfad?PN share the same secret called
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the Network Key Kn). This secret key protects the LECM. Two PPNsnoan
interoperate, that is to say that two PPNs canmartescontents.

The problem is to provide every terminal card &RN with the same network key.
One additional requirement is that there is no eotion to a central database. The
key distribution is done thanks to a protocol basadmessages exchanged between
the cards, through the device. The cards checketteived messages and eventually
send back messages to the other cards.

The key management is launched at the network initialization, whenew device is
detected on the network. First, the network coesist is checked by verifying that all
terminal cards have the sar@. Then, if a new presentation device is presest, it
terminal card receivesn.

Description of the cards

Terminal card content

Each terminal card holds the following information:
» One asymmetric key pair called terminal key paip(wate key and a public
key); the public key is embedded in a certificatdlerl terminal certificate
(TC). This key pair is generated and loaded prioth® delivery and is
different for each terminal card.
» A certification authority public key, common foll &rminal cards; It is used to
verify the validity of other terminal certificates.

Each terminal card belonging to a PPN holds thdtiaddl information:
» The network key Kn). The network key is either picked at randomtet t
network creation or transmitted by another termazatl.
» One public data called network identifieXi¢l). This identifier is a public
value related to the network key (e.g. its hashejal

Terminal card states

A terminal card has three possible states:
»  “Virgin”, if it possesses no network key. It balgs to no PPN.
» “Progenitor”, if it possesses a network key and tamsmit it to another
terminal card. Only one Progenitor car~

H H Receives a
fhou!d Pg plresent in a given PPN. e
» “Sterile” if it possesses a network ke creates a new cemtialzation
but cannot transmit it to another termin: network, :

card.

. . . .. 'j F t
When delivered, a terminal card is virgin. ¥ rreeener

becomes progenitor when it receives a netwc
key Kn from another progenitor terminal card ¢
when it is the first card installed in the PPN.
then creates the Network Ké&y.

A progenitor terminal card becomes sterile on Remiaization
it transmitted the network key to a virgil

terminal card.

When disconnected from the network, a terminal candains in the same state.
The user may reinitialize a non-Virgin terminal¢ao Virgin.

Netwark key
transmission
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Network consistency check
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The goal is to check that all progenitor and steciards hold the sanin and that
there is only one Progenitor in the network. Eeafd broadcasts il&C along with its

Nid (Terminal Progenitor or Terminal Sterile message) and checks the messages
they received from the other cards. If the chedkeda the network cannot be

initialized and the devices are blocked.

Network creation

When the first presentation device connects torssvork with a virgin card, the

‘ Virgin ‘

Generates a
random value

‘ Virgins I

’ Generate
random

values

(Random values)

QPP m—

Compares
with its own
random value.
It is the higher

Generates Kn

Becomes
Progenitor
and restarts
the key

Network Key transfer

network key must be created. The
virgin card randomly generaté& and
becomes progenitor.

If several virgin cards are present in the
network, an election process chooses
the card that will become progenitor.
Each card broadcasts a random value
(Virgin Random message) and the card
that sent the higher value wins. The
network is then created and the normal
key transfer is performed to initialize
the other virgin cards.

The network key transfer gives the network key targin card. It occurs if there is at

least one virgin card in the networ
and if one and only one progenitg
card is present.

When a virgin card receives a
Terminal Progenitor message, it
returns its TC (Terminal Virgin
message). Upon reception, the
progenitor card encryptsn with the
Virgin public key, sends it to the
virgin card and becomes Sterile. The
Virgin card decryptskn, stores it
and becomes Progenitor.

-

Decrypts <
Network Key

<

(TCv) »

(TCp. Nid)

Checks
Certificate
Checks and

decrements
Counter

Encrypts
Network Key
and Counter

Becomes
Sterile

Kn, Counter

If several virgin cards are in thg
network, the first responding car
receives Kn and then the key

and Counter

Becomes
Progenitor
and restarts
the key

management

management restarts. This Is
repeated until there are no more virgin cards.

In a network without a progenitor caldn cannot be transferred and no virgin card
can be initialized.

Conclusion

SmartRight system proposes a new concept of copy protectordifgital home
network based on end-to-end protection. The extense of smart cards ensures high
level of security and full renewability of the seityy Thus, smart cards efficiently
fight against video piracy at home.
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Furthermore,SmartRight concepts encompass an innovative method to share a
common secret between a set of digitally linked réroards without the need of a
central authority. Other applications may use $ieiseme.
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